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1 Introduction

Office 365 is Microsoft’s cloud solution for accessing email, calendar, and Microsoft office tools. Office 365 allows
organizations to host their entire email architecture at an off-site location, and allows Microsoft to manage all the
day-to-day aspects of your organization’s email.

Comodo Dome Antispam is a cloud-based secure email gateway. It is designed to eliminate spam and email borne
malware for customers using cloud-hosted or on-premise mail servers.

This guide contains step-by-step instructions on how to integrate Office 365 with Comodo Dome Antispam. The
guide assumes you have a functioning Office 365 deployment.

Advantages of Integrating Dome Antispam and Office 365

Moving your mail to a cloud solution like Office 365 brings a wide range of advantages and flexibility to an
organization. Integrating your deployment with Dome Antispam will add the critical, enterprise-grade security
required by such a cloud-deployment.

Comodo Dome Antispam (CDAS) protects against targeted invasions using enhanced social engineering attack
protection, web reputation, and detection engines. It also employs cloud-based threat analysis to block highly-
targeted email attacks by using exploit detection and Comodo patented containment (sandboxing) technology.
Integration of these components enables you to defend against advanced malware and targeted attacks.

Auto-containment

Comodo's patented containment technology protects against malicious attachments without sacrificing user
productivity. When an attachment is opened, it runs in the Comodo container while the file is analyzed to determine
whether or not it's safe. The file cannot access the host's resources or user data while it is in the container, so it can't
damage or infect the endpoint.

Comodo Reputation Network

Comodo's comprehensive and highly accurate IP reputation system helps block malicious URLs embedded in
emails.

Intelligent filtering

Comodo Dome Antispam uses a sophisticated array of spam filters, anti-virus scanners and content analysis engines
to prevent unsolicited mail from ever entering your network. Featuring full integration with the Comodo Valkyrie file
verdict system, it delivers true enterprise-level security to cloud-based mail servers.

Ease of use

Advanced search options-including search on users or text in sender, receiver, subject, and other fields-make it easy
to find emails in the archive. As with quarantined emails, you can take action on archived messages.

Adding Dome Antispam on top of Microsoft Office 365 offers enhanced security, especially with spear-phishing and
targeted attack protection, providing you with an additional layer of security against advanced malware and zero-day
exploits.

1.1 Email Flow Explanation

In order to better understand how Dome Antispam works in conjunction with Microsoft Office 365, the path the email
message takes must first be understood.
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«  An email is sent from one organization to the other. For example, an email from someone at
senderdomain.com is sent to someone at recipientdomain.com.

«  The sender's mail server will look up the MX record of recipientdomain.com. This record will contain the
domain name or IP address of the first hop in recipientdomain.com’s email architecture. This first hop is the
first level of inspection that recipientdomain.com wants performed on their email.

+  Since recipientdomain.com is using Comodo Dome Antispam, this will be the first hop for the inbound email.
«  Comodo Dome Antispam then inspects the email for spam, phishing attacks, viruses and spyware.

+ If the email passes these checks it is sent to recipientdomain.com’s next hop, which is their Microsoft Office
365 cloud email server.

«  After further processing by Microsoft Office 365, the email is then sent to the recipient’s mailbox.

2 Configure Comodo Dome Antispam
Settings

Office 365 check on Dome Antispam
Configure the inbound settings in Comodo Antispam to route emails sent to your domain to Office 365.

1. Log in to your Dome Antispam account
2. Select 'SMTP" in the left menu then click 'Relay'
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4. Configure 'Office 365 Check' with the following options:
i. Enable 'Office 365 Support'
ii. Select and copy the managed domain names of your Office 365 server from the left list to the right:
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«  Click 'Save

Note: You do not need to enter any Office 365 IP or MX records as Comodo Dome Antispam automatically collects
the routes in the background.

3  Configure Office 365 Settings

The configuration has two email flows:
» Inbound flow setup on Office 365
«  Outbound flow setup on Office 365

3.1 Inbound flow setup on Office 365

«  Log in to your Microsoft Office 365 administrator center account

+  Click 'Admin"in the menu on the left
+  Click 'Admin Centers' > 'Exchange'
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+  Click 'Mail Flow' on the left
+  Click 'Connectors' in the top navigation:

Exchange admin center

« Add an Inbound Connector.

- Select 'Partner Organization' in the 'From' drop-down menu
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‘, Mew Connector - Mozilla Firefox

| @ https:/foutlook.officed65.com/ecp/Connectors/ConnectorSelection.aspx?/

q
o
1]

Select your mail flow scenario

Specify your mail flow scenario, and we'll let you know if you need to set up a connector.
Learn more

-
From:

| Partner crganization ~
\
To:

Select an item

Office 365: Your cloud &
email subscrniption.

Your organization’s
email server: This is an
email server that you
manage. It's often called
an on-premises server.

Partner organization: &
partner can be an
organization you do
business with, such as a
bark. It can also be a
cloud email service
provider that provides
services such as
archiving, anti-spam,
and so on.

Internet: For inbound v

Next | | Cancel
«  Select 'Office 365" in the 'To' drop-down
« Click 'Next'
€& MNew Connector - Mozilla Firefox = O X

@ & httpsy//outlook.office365.com/ecp/Connectors/ConnectorSelection.aspx?

Select your mail flow scenario

Specify your mail flow scenarie, and we'll let you know if you need to set up a connector.
Learn more

From:

| Partner organization ~

To:

Office 363 -

Creating a connector is optional for this mail flow scenario. Create a connector only if
you want to enhance security for the email messages sent between your partner
organization or service provider and Office 385. You can create multiple connectors for this
scenario, each applying to different partner organizations or service providers. Learn more
about enhancing email security

B e @ O

Office 365: Your cloud  »
email subscription.

Your organization’s
email server: This is an
email server that you
manage. It's often called
an Dn-premises SEMVER

Pariner organization: A
partner can be an
organization you do
business with, such as a
bank. It can also be a
coud email service
provider that provides
services such as
archiving, anti-spam,
and so on.

Internet: For inbound o,

| Cancel

Enter a descriptive name for the connector in the 'Name' field:
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New connector

partner organization or service provider to Office 365.

This connector enforces routing and security restrictions for email messages sent from your

fName:

Dome Antispam Integration

N

Description:

What do you want to do after connector is saved?

Turn it on

Mext Cancel

- Select 'Use the sender's |P address":
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‘, Mew Connector - Mozilla Firefox

MNew connector

How do you want to identify the partner organization?

Specify whether you want to use a domain or IP address to identify the partner
organization. Learn more

(T Use the sender's domain

(@ Use the sender's IP address)‘_

@ & https:/foutlook.office365.com/ecp/Connectors/InboundPartnerConnecto E| s T:f

Select this option to apply
# this connector to email

messages that come from

your partner's IP addresses.

Back

Mext ||| Cancel
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- Specify the sender IP addresses range:
«  Click '+' to add new connector

& Mew Connector - Mozilla Firefox = | X

@ & https://outlook.office365.com/ecp/Connectors/InboundPartnerConnecto E| ik ﬂ’

New connector

What sender IP addresses do you want to use to identify your partner?
Specify the sender IP address range.

G.) —

44—

- Enter the IP addresses of the organization you want to add to the safe list. This will be the IP address

of your Dome Antispam Server. This information is provided by Comodo to you by email after the
provisioning step is finished.

Note: IP ranges should be in the format nnn.nnn.nnn.nnn/rr

Office 365 only accepts ranges (rr) between 24 and 32. Please change the rr from the Dome Antispam instructions

to the closest Office 365 allows you to set. For example, if the range you were provided with is 216.104.0.0/19, you
can enter 216.104.0.0/24.

«  Select the security restrictions you want:
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@ New Connector - Mozilla Firefox = O *

@ & https://outlook.office365.com/ecp/Connectors/InboundPartnerConnectc E bl ﬁ

Mew connector

What security restrictions do you want to apply? This option requires that all

email messages from the
partner organization be

Reject email messages if they aren't sent over TLS ¢ sent over Transport Layer
[ And require that the subject name on the certificate that the partner Security (TLS). 3 secure
uses to authenticate with Office 365 matches this domain name channel. If a message isn't
I_ - sent over TLS, it will be

rejected by Office 365.

Back ‘ Mext ‘ Cancel

«  Click 'Save' to confirm

@& New Connector - Mozilla Firefox = O x

o & https://outiook.office365.com/ecp/Connectors/InboundPartnerConnecto E me ‘i':?

Mew connector

Confirm your settings

Before saving, make sure these are the settings you want to configure.

Mail flow scenario

From: Partner organization
To: Office 365

Mame

Dome Antispam Integration

Description

MNone

Back Cancel
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3.1.1 Add an email flow rule to bypass spam filtering
Turn off spam filtering in Exchange Online so you can use Comodo Dome Antispam instead.
«  Log in to your Microsoft Office 365 administrator center account:

+  Click "Admin"in the left menu
+  Click "Admin Centers' > 'Exchange”:

. P RN domacompaty

1 Office software rrain yourself 5 Service health
Fon drtivn.

ool sy colless S seivites have podded sohisnrien

Train your peaple
=) Share e dovnbad link Y peop 2 advisories,
Fui end wtieis o

2 Treubkshoot instailatien
m Advanced admimn train

B Message center L Suppor
| B Updated festure: Changes 1o Dooument 10 URLS Apr 26 x Pdew GErRES 1800
B P Faalung: Wilnocketirg 4 Povesn Appn wal par.. Apr 25 - I wiew sarvice requasts

™ Upgated Features: Manthly festure updaies for &pr 23

+  Click 'Mail Flow' on the left
+  Click 'Rules' at the top:

mail flow

«  Select 'Bypass spam Filtering' from the drop-down menu:

Comodo Unknown File Hunter Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 12
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Exchange admin center

rules

miail fow

+ Inthe 'Rule' window, complete the required fields.

«  Select "Turn off spam filter in Office 365" in the 'Name' drop-down menu
«  Select 'The Sender' in the 'Apply this rule if..' drop-down menu

«  Select 'The Sender...

@ new rule - Mozilla Firefox - m} P4

(D @ https;/foutlook.office365.com/ecp/RulesEditor/NewTransportRule aspx? ActivityCorrelat E

-

new rule

Mame
Tum off spam filter in Office 365

Except if..

add exception

Properties of this rule:

*Apply this rule if..
i Select one -
Select one
rr——— -
The recipient.. 3
The subject or body... » Bypass spam filterin
Any attachment... Lg You don't need to create a transport rule
Any recipient. 3 to bypass spam filtering or mark email as
The message... » spam for a sender or domain. Click here
The sender and the recipient.. = to use an allow or block list in the
The message properties.. [ S
A message header. *
{Apply to all messages]

Save | Cancel

«  Select'IP Address is in any of these ranges or exactly matches'

+  'Specify IP address ranges' - enter the same IP addresses from the Inbound Mail flow setup
section above

Comodo Unknown File Hunter Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 13
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@ new rule - Morilla Firefox

- O x
O & https:/foutlook.officed65.com/ecp/RulesEditor/MNewTransportRule aspx?ActivityCorrelat El el ﬂ' =
new rule
MNarme: i
Tum off spam filter in Office 36 *
“Apply this rule if.. specify IP address ranges
Sender's IP address isinthers 4 addresses...

add condition

s an Pt st T+
*Do the following... -

Set the spam confidence level

wm filtering

need to create a transport rule
spam filtering or mark email as
sender or domain. Click here

allow or block list in the

.
add action
Except if. .
oK Cancel
add exception -
Properties of this rule: "
! Save Cancel

+  Click '+' for each range
+  Click 'OK'

'Do the following' - Set the spam confidence level (SCL) to '‘Bypass spam filtering'
‘Except if' - Do not add an exception

Comodo Unknown File Hunter Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 14
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@ new rule - Mozilla Firefox

@D @ https:/foutiook office365.com/ecp/RulesEditor/NewTransportRule.aspy? ActivityCorrelat

new rule

Name:

|Turn off spam filter in Office 365

"Apply this rule .
Select ane

add condition

*Do the following...

Set the spam confidence level (SCL) to

Bypass spam fhiltenng

You don't need to create a transport rule

to bypass spam filtering or mark email as
i
spam for a sender or domain. Clhick here

to use an allow or block list in the

spam filter,
| add action

Except if..

add exception

Properties of this rule

Save | Cancel

Deselect the "Audit this rule with severity level' option
Select 'Enforce’ from 'Select the mode for this rule’

«  Click 'Save'

3.1.2 Add an email flow rule to lock down Exchange Online

This rule ensures Exchange will only accept mails from Dome Antispam. This stops spammers bypassing Korumail
and flooding your network with junk mail.
Log into your Microsoft Office 365 administrator center account
+  Click 'Admin" in the left-hand menu
Click 'Exchange":

Comodo Unknown File Hunter Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved.
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+  Click 'mail flow' on the left
+  Click 'rules' in the top navigation:

Exchange admin center

4= |6 @ T -

4]

DM RIAE m— .

+  Click the pencil icon
+  Select 'Restrict messages by sender or recipient'
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_.-—-—'—'_'_’5_"_._._

Comodo Dome Antispam Q§__,6_5..-J-1n’t‘é’@?éi_ﬁfﬁ,‘-éhide

!

Exchange admin center
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""""" a new rule., P
3GErment | Apply Office 365 Message Enoryption and rights protection to massages.. ]
Apply disclaimers
Bypass spam hltenng.
Filter messages by size..
Generate an incident report when sensitive information is detected..
mail flow Mod '-_.- messdges
Restnict managers amnd their direct reports.
stiict meszages by sender or recipient..
e mMesSaqEes 0D 3 Maderaiar.
e miessages and sawe a :'nr::.rfv TV,
In the create rule screen:
«  Name: Call the rule 'Only accept inbound mail from Dome Antispam'
«  Apply this rule if: Choose 'The Sender is located..." :
Comodo Unknown File Hunter Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 17
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@& new rule - Mozilla Firefox = a x

@ & https:/foutlook.office365.com/ecp/RulesEditor/MewTransportRule.aspx?Ad E| - @ o =

new rule

Mame:

|1'.]'r1l3«r accept inbound mail from Dome Antispam

“Apply this rule i

Select one -

Select one

The sender is...

The ro-moond o
Y

( The sender is located... )‘_

The recipient is located...

The sender is a member of..
The recipient is a member of...
The sender address includes...
The recipient address includes...
The sender address matches...
The recipient address matches..

The sender is one of the recipient's bl VRS, o

The message type is...

«  This will open a pop-menu. Select 'Outside the organization' from the menu
+  Click 'OK":

Comodo Unknown File Hunter Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 18
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@ new rule - Mozilla Firefox = O X
(D) https:/foutlook.office365.com/ecp/RulesEditor/MewTransportRule.aspx? As El e 9 T.'} =
new rule
Mame:

Only accept inbound mail from Dome Antispam
“Apply this rule if.
Th der is located... I :
" eneRE e select sender location

*Do the following..

Select one

[ Outside the organization w |]

Properties of this rule:

Audit this rule with severity

Cancel |
Mot specified -

Choose a mode for this rule:

Frfarce

Save Cancel

Do the following: 'Select 'Delete the message without notifying anyone':

Comodo Unknown File Hunter Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved.
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& new rule - Moxzilla Firefox = O >
@ & https:/foutlook.office365.com/ecp/RulesEditor/MewTransportRule.aspx? Acti E| o 'ifr =
new rule
Mame: o

|C|'r1|],-l accept inbound mail from Dome Antispam

*Apply this rule if..

The sender is located... - Dutside the organzation

*Do the following...

Select one -

Select one

Forward the message for approval to...

Redirect the message to...

Reject the message with the explanation...

Reject the message with the enhanced status code...

@elete the message without notifying amyone )4—

Forward to the sender's manager for approval W

Deliver the message to the hosted quarantine

[ ave | | Cancel

+ Audit this rule with severity level - Deselect this option
+  Choose a mode for the rule - Select 'Enforce'

Comodo Unknown File Hunter Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 20
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@ & hitps://outlock.office365.com/ecp/F

new rule

Delete the message without notifying anyone

Properties of this rule:

[ s .
L Audit this rule with severity level:

Mot specified

v

\,

Choose a mode for this rule:
’
® Enforce

O Test with Policy Tips

O Test without Pol cy Tip
h

More options...

@) Rights Management Services (RMS) is a premium feature that requires

uire
Online license for each user mailbox. Learn more

Save

ulesEditor/NewTransportRule.aspx?Ac

s an Enterprise Chient Access License (CAL) or a RMS

|
Cancel |

<)
o
11

Next, we add an exception to allow email from Dome Antispam
+  Click 'More Options'

Comodo Unknown File Hunter Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved.
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new rule

Delete the message without notifying anyone
Properties of this rule:

L Audit this rule with severity level:
Mot specified - .

Choose a mode for this rule:
® Enforce

O Test with Policy Tips
O Test without Policy Tips

Online license for each user mailbox. Learn more

@ & https:/foutlook office365.com/ecp/RulesEditor/MewTransportRule aspx?Act

B

€ Rights Management Services (RMS) is a premium feature that requires an Enterprise Client Access License (CAL) or a RMS

Save

Cancel

'Except if — click the 'Add Exception' button:

Comodo Unknown File Hunter Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved.
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@ & https:/foutlook.office365.com//ecp/RulesEditor/NewTransportRule.aspx? ActivityCorrelati

new rule

add action

Except if.

|
|

add exception

Properties of this rule

[ Audit this rule with severity level:
Mot specified -

Choose a mode for this rule:
® Enforce

=

\J Test wrth Palicy Tips

(O Test without Policy Tips

[ Activate this rule on the following date
Fri 4/27/2018 1:30 AM

[ Deactivate this rule on the following date

Save

Select 'The Sender":

Cancel

B

Comodo Unknown File Hunter Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved.
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| @& new rule - Mozilla Firefox _ O 5
@ & hitps:/foutlcok.office365.com/ecp/RulesEditor/Mew TransportRule.aspx? ActivityCorrelatic E] = @ 'ﬁ' =
new rule
add action ~
Except if..
X Select one -
Select one
The sender.. )"—'——- k
The recipient... b
The subject or body... 3
Any attachment. *
Any recipient... 3
The message... E
The sender and the recipient... 3
The message properties.. »
A message header... 3
(O Test without Po icy Tips
[ Activate this rule on the following date:
Fri 4/27/2018 1:30 AM
o W
Save Cancel
«  Select'IP address is in any of these ranges or exactly matches":
@ new rule - Mozillz Firsfox = o *
(@ & httpsy/foutlook.office365.com/ecp/RulesEditor/NewTransportRule aspx? ActivityCorrelat B 8% =
new rule
add action ~
Except if..
X | Select one -
Select one
is this person r
is external/internal 13
15 a member of this group ’
address includes amy of these words »
address matches any of these text patterns L4
is on a recipient’s supervision list 3
has specific properties including any of these words *
has specific properties matching these text patterns »
has overnidden the Policy Tip »
@' address is in any of these ranges or exactly match-:-';)c‘—
domain is
I MCOvaTE OIS TUPE OO T e rOTrrwWT |\_."| L* L L& =0
Fri 4/27/2018 1:30 Ab
W
Save Cancel
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‘ new rule - Mozilla Firefox

Specify IP address ranges window - select the IP addresses you added in the Inbound Mail Flow Setup
section:

cCOMODO

Creating Trust Online®

new rule

add action

Except if.. specify IP address ranges
X  Sender's IP address is in the r

add exception

@ & https./foutiook.office365.com/ecp/RulesEditor/MewTransportRule.aspx? ActivityCorrelat

H -9 0

4 addresses..

Properties of this rule: |

Audit this rule with severity

Mot specified -

Choose a mode for this rule:
Enforce
Test with Policy Tips

Test without Policy Tips

Activate this rule on the foll

oK
Fri 4/27,/2018 T:

Cancel

HIVT

Save Cancel

X

Click '+" icon for each range
+  Click 'OK'
+  Click 'Save'
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-

O?3§_5._-rf1n’t’é'§r’éi_ﬁ66 Guide comono
= /

-

@& new rule - Mozilla Firefox — 0O X

R : : i : i = govien
L} ttpsyfoutiook.officed 65.com/fecp/RulesEditor/NewTransportRule.aspriActivityCorrelat E = B2 1y

new rule
L] Activate this rule on the following date
Fr 4/27/2018 1:30 AM
D Deactvate this rule on the following date
Fri 4/27/2018 1:30 AM
O Stop processing more rules
[J Defer the message if rule processing doesn't complete
Match sender address in message

Header

Comments:

a Rights Management Services (RMS) is a premium feature that requires an Enterprise Client Access License (CAL) or 4 RMS Online license

Cal\(el

3.2 Outbound flow setup on Office 365

To set up outbound flow set up in Office 365:

for each user mailbox. Learn more

«  Login to your Microsoft Office 365 administrator center account

«  Click 'Admin"in the left-hand menu
«  Click 'Exchange":

L= P o vt hoiTe @ o i ay

W Home

Fon advivns.

] Office software m Train yoursedf & Service health

b aRal ey e

Trai r
=) Share o dovnbad link I] ERVE pwple

Fai end steis o

m Adwanced admin train

S weiviten hans podted sdhisorie

2 adwisanes

@ Treublkeshoot installation

,'t Mesi e CRler ‘: SLppOrt
| & Lpdated festuie: CFanges 1o Doeoament 10 URLS LT = Pl GEui (8 18 Gl
B e Fealune: neckacing a Powerappn wel par.. Apr 2§ " IE  wiew service requests
™ Updated Fegtures: Maonthly festure updates for &pr 25

39 unread meassages
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!

f

«  Click 'mail flow' on the left
«  Click ‘connectors' in the top navigation:

Exchange admin center

T +- A 2@ T E PO

ON RULE

«  To add an 'Outbound Connector":

+  Select 'Office 365" in the 'From' drop-down menu
+  Select 'Partner Organization' in the 'To' drop-down menu:
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-
., Mew Connector - Mozilla Firefox

- O >
@ & https://outlook.office365.com/ecp/Connectors/Connectorselection.aspx? X E| e 2 ’i:r =
Select your mail flow scenario
Specify your mail flow scenario, and we'll let you know if you need to set up a connector.
Learn mare Ofhee 365: Your cloud A
email subscnption.
From: = o
: our organization's
| Lt D d | email server: This is an
email server that you
Ak manage. It's often called
| Partner organization ~ | an on-premises server.
Creating a connector is optional for this mail flow scenanio. Create a connector only if Pariner organization: A
you want to enhance security for the email messages sent between Office 365 and your partner can be an
partner organization or service provider. You can create multiple connectors for this organization you do
scenario, each applying to different partner organizations or service providers. Learn more business with, such as a
about enhancing email securtty bank. It can also be a
cloud email service
provider that provides
services such as ¥
Mext | | Cancel
I

+  Click 'Next'.
+  Enter a descriptive name for the outbound connector in the 'Name' field
+  Click 'Next'
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‘, Mew Connector - Mozilla Firefox

@ & https:/foutlook.office365.com/ecp/Connectors/InboundPartnerConnecto E|

(<]
>
I

MNew connector

This connector enforces routing and security restrictions for email messages sent from your
partner organization or service provider to Office 365,

.
*MNarme:

Dome Antispam Integration
\,

Description:

What do you want to do after connector is saved?
Turn it on

Mext | ‘ Cancel

'When do you want to use this connector?' - Select 'Only when | have a transport rule set up that
redirects messages to this connector’

«  Click 'Next":
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& MNew Connector - Mozilla Firefox = O >

@
a
o
1l

@ & https://outlook.office365.com/ecp/Connectors/CutboundConnector.asp

Mew connector

When do you want to use this connector? Select this option only if

you created a rule that

@:ﬁ Only when | have a transport rule set up that redirects messages to this redirects email messages to
connector this connector.
(O Only when email messages are sent to these domains
Learn more
Back MNext Cancel
S

«  'How do you want to route email messages'

«  Select 'Route through these smart hosts'
«  This will relay messages to the Dome Antispam MTA.

« The FQDN is in the confirmation email sent to you after we finished provisioning your Dome Antispam
instance.

«  Enter the FQDN in the space provided then click ‘Next"
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‘, Mew Connector - Mozilla Firefox

@ & https:/foutlook.officed365.com/ecp/Connectors/OutboundConnector.asp: E| i ﬁ

Mew connector

"y
How do you want to route email messages?

Specify one or more smart hosts to which Office 365 will deliver email messages. A

smart host is an alternative server and can be identified by using a fully qualified domain
name (FQDM) or an IP address. Leamn more

Use the MX record associated with the partner's
dormain

" Select to send messages to
¥ Route email through these smart hosts / the smart host destination
+ regardless of the recipient's

MX record destination.

Back Mext Cancel

'How should Office 365 connect to your partner organization's email server?' - Select:
+  'Always use Transport Layer Security (TLS) to secure the connection'

AND
+ 'lssued by a trusted certificate authority'.

This will make sure the connection to the mail server is securely encrypted and authentic.
+  Click 'Next'
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& Mew Connector - Mozilla Firefox

@ & https://outlook.office365.com/ecp/Connectors/CutboundConnector.asp E'

<]
b2
]

MNew connector

How should Office 365 connect to your partner organization's email server? TLS is a security protocol
f A that helps to encrypt and
Always use Transport Layer Security (TLS) to secure the connection /" deliver email messages
(recommended) securely so no one except
Connect only if the recipient's email server certificate matches this criteria the sender and reu:ipien.t
(O Any digital certificate, including self-signed certificates can access or tamper with
‘_,,__fhe message. If you select
(® lssued by a trusted certificate authority (CA) this option, messages will
[ And the subject name or subject alternative name (SAN) matches this be rejected if the TLS
T domain name: y connection isn't successful,
Back Mext Cancel

Review your settings. Check all information in the confirmation screen is as it should be, then click 'Next'":
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€& MNew Connector - Mogzilla Firefox = O >

@ i https://outlook.office365.com/fecp/Connectors/QutboundConnector.asp E et ﬁ =

New connector

Confirm your settings
Before we validate this connector for you, make sure these are the settings you want to
configure,

Mail flow scenario

From: Office 365

To: Partner organization

Mame

Dome Antispam Integration

Description

MNone

Ctatiic

Back Cancel

+ 'Validate this connector' - Add an email address at which you can receive mail in the field provided, then
click 'Validate'. Office 365 will send you an email to test all settings are correct:

@& MNew Connector - Mozilla Firefox — d x
@ & https://outlook.office365.com/ecp/Connectors/OutboundConnector.asp: E| = 0 ﬂ’ =
New connector
A
Validate this connector
We'll validate this connector for you to make sure it works as expected, but first you'll
need to provide one or more email addresses so we can send a test message.
Specify an email address for your partner domain. You can add multiple addresses if
your partner has more than one domain.
e
tEl@domecnmpany.com J Specify the email address
~~ or addresses you want to
use to validate this
connector.
w
Back | Validate ‘ ‘ Cancel
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/

+  Click 'Save' after you receive the success message:

@ New Connector - Mozilla Firefox — (M X

® & hitps://outlook.office365.com/ecp/Connectors/OutboundConnector.asp @ s @ O

New connector

Validation Result

We couldn't validate this connector. Click "Details’ to leam more about what the 1ssues were
and how you can fix them.

4

TASK STATUS

[ Check connectivity to ‘domecompany.dome.net’ Succeeded S

Back Save | Cancel

3.2.1 Add an email flow rule to use the Dome Antispam Outbound
connector

To set up outbound flow set up on Office 365
+  Login to your Microsoft Office 365 administrator center account

«  Click 'Admin"in the left-hand menu
+  Click 'Admin' > 'Exchange":
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= %

/

2 ¥ i e L oM@ o mpaty

1 Office software m Train yoursetf P Service health
Fon advtivs
U BT PR S seivites have podded sohisnrien
. Train your peaple
=7 Share e downkiad hin 2 advisones
Fui end wtieis o

2 Treublishoot installation

m Adwanced admn train

B Mesiage conter L Suppor
| B Updated festuie: Ehanges 1o Daoarment 10 URLE AT 26 = P SR NCS DEGLET
B P Faalung: Wilnocketirg 4 Povesn Appn wal par.. Apr 25 - I wiew sarvice requasts
0 Upaated Features: Manthly feature updates for &pr a3
S e

+  Click 'mail flow' on the left
+  Click 'rules' in the top navigation:

Exchange admin center

(elas) oo

mail flow

- To create a new rule:

+  Select 'Office 365" in 'From' drop-down menu
+  Click the '+' sign and select 'Create a new rule..." from drop-down menu
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Exchange admin center

dashboard rules message trace accepted domains remote domains  connectors
permissions +- A @E T g P2
S, (Create a new rule... ).‘_m._

| Apply Office 365 Message Encryption and nights protection to messages... ‘
Apply disclaimers...
""""" Bypass spam filtering...
mail flow Filter messages by size...
maokbile Generate an incident report when sensitive information is detected...
Modify messages...
Restrict managers and their direct reports...
Restrict messages by sender or recipient...

Send messages to a moderator...

Send messages and save a copy for review...

In the opening Rule window, enter:

Select the sender location : Outside the organization

«  Apply this rule if.. : The sender is located
+  This will open a pop-menu. Select 'Outside the organization' from the menu
+  Click 'OK":
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© &

new rule

MName:

*Apply this rule if..

The sender is located...

*Do the following...

Select one

Properties of this rule:

Audit this rule with severity
Mot specified

Choose a mode for this rule:

Enforce
Test with Policy Tips

Test without Policy Tips

More options...

Click 'More Options'

Only accept inbound mail from Dome Antispam

select sender location

”

tips)/foutlook.office365.com/ecp/RulesEditor/MewTransportRule.aspx? Act

e,

Outside the crganization

OK Cancel

@
G
o
i

*Select one...

Save

|| Cancel
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& new rule - Mozilla Firefox

- O pd
@ & https:/foutlook.office365.com/ecp/RulesEditor/MewTransportRule.aspx? Act El e B 'i':? =
new rule
Mame: i
|l:|'r1|3-r accept inbound mail from Dome Antispam

“Apply this rule if...

The sender is located...

Outside the organization
*Do the following..

Select one
Properties of this rule:
Audit this rule with severity level:

Mot specified

Choose a mode for this rule:

® Enforce
O Test with Policy Tips
O Test without Policy Tips

Save | | Cancel

Do the following :

Redirect message to a sender outside the organization

Select the outbound connector you created for Dome Antispam
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new rule

add condrtion

*Do the following...

@ & https:/fout look.office365.com/ecp/RulesEditorMewTransportRule.aspx? ActivityCorrelati

X Redirect the message to...

and

X Use the following connector.

add action

“oytun yavur'

Dome Antispam Integration

Except if.

add exception
Properties of this mule:

b Audit this rule with severity level

Not specified -

Choose a mode for this rule:

®) Enforce
O Test with Policy Tips

C'_r—:' without Policy Tips

Save

Cancel

Select 'Enforce’ from 'Select the mode for this rule'
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& new rule - Mozilla Firefox

= O =
@ i https:/foutlook.office365.com/ecp/RulesEditor/MewTransportRule.aspx? Act El e @ 'i':? =
new rule
Mame:

|l:|'r1|3-r accept inbound mail from Dome Antispam

“Apply this rule if...

The sender is located... Outside the organization
*Do the following..
Select one

Properties of this rule:

Audit this rule with severity level

Mot specified

Choose a mode for this rule:

@ Enforce
O Test with Policy Tips
O Test without Policy Tips

More options...

_A Save [I|

Cancel

«  Click 'Save'
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street
Clifton, NJ 07013
United States

Tel : +1.877.712.1309
Tel : +1.888.551.1531

https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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